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From the beginnings of warfare, the leader has been challenged to optimize his force
structure through analysis, intelligence, training and control. The early sand table has
morphed into the sophisticated simulation on powerful HPC assets such as Linux Clusters.
These simulations’ usefulness is accepted; their benefits only slightly mitigated by difficult
programming paradigms; their contributions acknowledged by top DoD leaders. All these,
however, would come to naught were it not possible to establish and maintain a suitable
interactive environment within the HPCMP. The HPCMPO is committed formally to
making this a reality and this paper will speak to challenges, successes and future
opportunities of advancement.

The problems can be laid out as falling within three broad concept areas:

= Interactive operations within a batch-oriented community
= Security assurance across a distributed-simulation net
» Computer security in a multi-user (100s) and machine-controlled environment.

Each of these has emerged as a real problem, with incipient “show-stopping” consequences.
Not infrequently, these issues become critical with significant human assets are being kept
idle, awaiting resolution. The obstacles are described in some detail, both to give the
audience a flavor for what has happened, but also to provide a plausible plan for progress in
similar situations.

The computer operations environment in which this transformation is occurring is the
Distributed Center (DC) awarded to the U.S. Joint Forces Command (JFCOM) by the
HPCMP in 2003 and delivered in April of 2004 to MHPCC and to ASC-MSRC. The DC
consisted of two Linux Networx, 128 node clusters (dual 3.0 GHz Xeons, 2 GB memory, 60
GB HDD, GigE Internode comms.) The need calling for this new DC was the
experimental requirement of JFCOM to populate its urban warfare environments with up to
one million independent agent civilians, blue forces, red forces and associated environmental
phenomenology. This experimental environment was used to assess the efficacy of newly
conceived sensor systems, principally via the SLAMEM ™ program. These experiments
have garnered the attention of high-ranking officers (eg, Gen. Abizaid and ADM
Giambastiani) and political leaders (e.g., Senator Clinton and former Speaker Gingrich.)
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But implementing these experiments ran counter to the usual practices of the established
HPC community, which have been optimized over a decade of use for batch operations.
Several unique and innovative solutions were sought and introduced to enable an interactive
operational paradigm. Personnel at both centers and at JFCOM worked diligently to enable
this vital capability. Yet, some issues remain unresolved and will likely require high-level
intervention to advance the state of the art in interactive high performance computing and
FMS computational science.

One of the early issues to need resolution was how to handle security when several trusted
sites (GenSer Secret) were using a program that initiated and controlled processes on remote
computers without Kerberized user intervention, after secure card log in by the senior
system administrator at the simulation site. Another major issue was the provision of help-
desk and SysAdmin services on a real-time basis when problems arose during operations
when upwards of 150 operators were sitting at their terminals waiting and Major Generals
were calling for action. This is in opposition to the typical batch operation, with which this
community is so familiar, where responding in hours or days is considered adequate and
genteel.

An example of an issue still ripe for resolution is the need for a close look at the need for
traceability of individual programmers during the tumult of operations in a simulation bay,
where many operators will need to log-in, use terminals for a few key-strokes, then move on,
all the while requiring system privileges at the root level. While not compatible with the
current operating modality of most HPC centers, it is requisite to achieve the goals of the
JECOM user.
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